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Abstract— Networked multimedia applications require strin-
gent real-time QoS guarantees. Successfuldeployment of such
applications closelydependson the performance of the underly-
ing data network. The characteristicsand the QoS requirements
of theseapplications are differ ent fr om traditional data applica-
tions. Hence, prior to deployment it is necessaryto evaluate a
network fr om a multimedia perspective. In this paper, we focus
on IP Telephonyand describea framework for providing tools for
IP Telephonyreadinessevaluation. This framework can be easily
generalizedto other multimedia applications. Our approach in-
jects synthesizedvoice traffic and measuresperceived end-to-end
quality. Wepresenta novel ideaof relating voicequality metrics to
the performanceof data network devices.Following the proposed
framework, we developeda prototype tool to evaluate a network
and to identify problems,if any, prior to IP Telephonydeployment.
Our tool automatically discovers the topology of a given network,
and collectsand integratesnetwork device performanceand voice
quality metrics. We describethe architecture of our tool and pro-
vide sampleoutputs fr om a network consistingof 129devices.

I . INTRODUCTION

Recentindustrytrendsshow thatmultimedia holdsthepoten-
tial for a wide range of applications. A significant challengeto
makingsuchpotentialapplicationswidely availableis ensuring
that the IP network canprovide a minimum quality of service
(QoS) level. In this paper we focus on determining whether
a network canhandleapplicationswith stringent QoSrequire-
ments.We specificallyfocus on IP Telephony, though ourcon-
tributions canbegeneralizedto othermultimedia applications.

IP Telephony constitutesa challenge for datanetworks since
it merges two applicationdomains with different QoS stan-
dards,voice anddata. While voice is very sensitive to delay
and jitter, traditional dataapplications aremore tolerant with
respectto theseperformancemetrics.Optimizing ahighperfor-
mancenetwork for datatraffic mayadverselyaffect successful
IP Telephony deployment.Recently, we developeda prototype
tool calledExamiNet��� , whichaddressestheproblemof eval-
uatingtheability of thenetwork to deliverthequalityof service
necessaryfor IP Telephony deployment.Its purposeis to assist
network engineers within Avaya Inc. at the pre-salesstages,
prior to theinstallationof new IP Telephony equipment.
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Thecontributionsof this paper arethree-fold: First, we pro-
vide a framework for network assessmentand IP Telephony
readinessevaluation. Second, we describeour prototype tool,
ExamiNet��� , that automatically discovers the topology of a
givennetwork, collectsandintegratesnetworkdevicestatusand
voicestatistics,andprovidesamechanismto identify problems
in thenetwork. Third, we presentanovel ideaof relatingvoice
quality metricsto thenetwork devices. Our approachis to in-
jectsynthesizedvoicetraffic in thenetworkandtomeasureeach
endpoint’s perspective of theend-to-endquality of service.At
the sametime, we monitor the loadandutilization of the net-
workdevicesthatroutesynthesizedvoicepackets.Ourassump-
tion is thatthequality of servicefor thesecalls is a function of
theutilization andloadon thenetwork devicesthatareon the
call paths.We relatethenetwork loadonthecall pathsto voice
quality parametersto identify network problems thatmaypre-
vent anacceptableIP Telephony deployment.

An importantaspectof our approachis that it doesnot rely
on network and call simulationmodels. We usesynthesized
traffic injection andobserve actualend-to-endQoS measure-
ments,rather than relying on traffic simulationto predict the
end-to-endQoS.In particular, weseekto observecall behavior
at actualpeaknetwork load,rather thanattemptingto simulate
andpredictnetwork load.

This paperis organizedasfollows: In SectionII we provide
a summaryof existing commercial tools andrelatedwork. In
SectionIII we presentthepreliminary informationandtheno-
tationusedthroughout thepaper. In SectionIV we describea
framework for network assessmentfor IP Telephony. In Sec-
tion V we provide thearchitecturefor ExamiNet ��� . Our con-
clusionsandfuturework arepresentedin SectionVI.

I I . RELATED WORK

ExamiNet��� supports a wide range of functionality in net-
work evaluation. In this sectionwe provide relatedwork per-
tainingto various featuresof ExamiNet��� startingwith litera-
tureon network topology discovery. Thenwe list majorcom-
mercialtoolsfor monitoring network devicesfollowedby rele-
vant toolson voice traffic injectionandvoicequality monitor-
ing. Finally we presenttools that addressintegrating network
deviceperformancewith voicecall metrics.

A few examples of topology discovery at layer 3 aregiven
in [1], [2], [3]. Theapproachesdescribedin thesepapersmainly



focuson mapping thetopology of theInternetbackbonerather
thanthatof anenterprisenetwork. Thework in [4] presentsand
comparesping-, traceroute-, andDNS-basedtechniquesto ob-
tain thelayer-3 topology. Despitetheimportanceof thelayer-2
topology, little literatureis available.Oneapproachto generate
thelayer-2 topology betweenswitcheswaspresentedin [5] and
improvedupon in [6]. Thisapproachdiscovers thetopology by
processingtheforwardingtablesobtainedfrom eachswitchvia
SNMP. Its accuracy dependson how complete forwarding ta-
blesare,andit hasnotbeenprovenwith VLANs. Someswitch
vendors(e.g.,[7]) havetoolsfor layer-2 topology discoveryus-
ing proprietary MIB extensions on their own devices. A few
commercial tools (e.g., [8], [9]) have recently addedclaimsto
support heterogeneouslayer-2 topology discoveryusingpropri-
etarytechniques.

Many commercial toolsfor networkperformancemonitoring
andmanagementareavailable. A few examplesareHewlett-
Packard’s HP Openview [10], Lucent’s VitalSuite[11], Patrol
DashBoard[12], Omegon’sNetAlly [13], theFelixprojectfrom
Telcordia Technologies[14]. In addition to theseis the open
sourceMRTG. Thesetoolsprovide detailednetwork statistics,
but they arelimited in their ability to export the raw datacol-
lectedto othertoolsfor analysispurposes.

Theemerging multimediamarkethasledto thedevelopment
of new toolsfor testingtheperformanceof multimediaapplica-
tions. Amongthecommercial tools thatsupport Voiceover IP
(VoIP) testsin their suiteareNetAlly [13], Chariot [15], Ham-
mer[16], andExplorer [17]. Thesetoolsdiffer in theway they
inject voicetraffic but they collectsimilar end-to-endmeasure-
mentsincluding delay, jitter, andpacket loss.

Among the tools that areon the market, Agilent Technolo-
giesandCiscoSystemsprovide tools thataddressnetwork as-
sessmentfor IP Telephony. Agilent Technologies’suiteof tools
for testingIP Telephony services[18] consistsof threemain
products,VoiceQuality Tester(VQT), IP Telephony Analyzer,
and IP Telephony Reporter. Voice Quality Testermeasures
voicequalityobjectively, withouthaving humanlisteners.This
systemsupports one-way andround-trip delaymeasurements,
echo,andclarity (a measureof voice quality). IP Telephony
AnalyzercapturesRTPpacketsandcalculatesvariousstatistics
for eachRTP streamsuchas,packet loss,andjitter. Addition-
ally, for eachconnectionandprotocol, it collectsstatisticson
thenumber of frames, bytes,andframeerrors, andtheutiliza-
tion. IP Telephony Reportermerges the call quality statistics
providedby VQT andthepacket-network statisticsprovidedby
the IP Telephony Analyzerby importing resultfiles from both
of thecomponents.

CiscoSystemsprovidesasolutioncalledVoIPReadinessNet
Audit for network assessment[19]. It usesproprietarySNMP-
basedtoolsfor datacollectionfrom network devices.Thegoal
of this solutionis to assessthe general healthof the network.
The servicefocuseson performanceanalysis of routers and
switchesanddelivers an executive report describing the over-
all network performance and predictedVoIP readinessbut it

doesnot integrate voice quality statisticswith network device
statistics.

Eachof thecommercial toolsmentionedin this sectionpro-
vides a part of ExamiNet��� ’s functionality. None of these
tools, however, integratevoice quality metricsto network de-
vice statisticson the voice path as closely as ExamiNet ��� .
Simply usinga variety of existing tools to accomplish sucha
closeintegration is non-trivial sinceeachtool hasdifferent in-
terfaces,dataformats,andlimited dataimport/export support.
Anothermajorobstaclefor integration is thatthegranularity of
time measurements is differentfor eachtool. Very few com-
mercialtoolsprovide fine granulatedmeasurements,i.e.,mon-
itoring in theorderof seconds.

Network QoSmonitoring andevaluationcanbe performed
in anintrusive(e.g., [20]) or anon-intrusive(passive)way(e.g.,
[21]). For thepurposesof ExamiNet ��� , RTP packet injection
is necessaryto determine the type of servicethe actualvoice
packetswould receive. Furthermore,collectingstatisticsfrom
switchesandrouters(e.g.,via SNMP) introducesunavoidable
traffic. There is extensive literatureon efficient network mon-
itoring andQoSevaluation for datanetworks (e.g., [22], [23],
and [24]). Theseapproachesemploy statisticaltechniques to
estimatenetwork nodeand link characteristics.In our future
work we will consider thesetechniques aspart of our analy-
sisefforts to assessnetwork characteristicsfrom a multimedia
perspective.

I I I . PRELIMINARIES

We representthenetwork topology asa graph, ���
	���
����
where� is a setof devices and � is a setof links. Eachdevice
in � is of typerouteror switch.Let ��� and ��� betwo devices
in � where ������
����! �" #
��%$�&� . Thereis a link between
�'� and ��� if andonly if thereis a directcommunicationpath
between�(� and ��� . )*�,+ � denotesthe � th interfaceof device ��� .
Eachlink outof a device in thegraph represents aninterfacein
thenetwork.
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Fig. 1. Call Path

Figure1 illustratesthenetwork elementsinvolvedin a sam-
plevoicecall betweenendpoints - and . . Wereferto adevice
thatcaninitiate andrespondto voicecallsasanendpoint. We
assumethepathfrom - to . is thereverseof thepathfrom .
to - . A line betweentwo devicesdenotesa bidirectional link.
Assumethat thevoicepacketspassthroughthreeroutersindi-
catedas �0/ , �'1 , and �32 . Therouterinterfacesthatthepackets
traversearealsomarked on the figure. All network elements
that participate in a voicecall form the call path. For the call
shown in Figure1, thecall pathconsistsof - , ) / + / , ) / + 1 , ) 1 + / ,
) 1 + 1 , ) 2 + / , ) 2 + 1 , and . .



Our analysisrequires objective and measurable metrics to
quantify the quality of a voice call. We considerfour IP per-
formancemetricsthataffect thequality of IP Telephony calls:
one-way delay, jitter, packet loss,andpacket lossburst. One-
way delayis definedas the time from whenthe source sends
thepacketuntil thetime thedestinationreceives it. To measure
jitter weusearunningaverageof thedifferencesin inter-packet
arrival timesasdescribedin [25]. Packet lossfrom a sourceto
a destinationduring an interval refersto the ratio of the num-
ber of packets lost to the number of packetssentduring that
interval [25]. Packet lossburstduring an interval refers to the
maximum numberof consecutivepacketslostduring thatinter-
val [26]. For Avayaequipment, AvayaInc. standards recom-
mendone-waydelayin thenetwork of lessthan50ms,jitter of
lessthan20msanddatalossof lessthan0.2%for voicecallsto
beconsideredacceptable [27]. A call is consideredbadassoon
as,at any point duringthecall, any of thequality metricsfails
to meetthesespecifications.

In assessingcall quality, userperception is thedefinitivemet-
ric. Relatinglow-level quality metricssuchasend-to-endde-
lay, jitter, packet loss,andpacket lossburst, to the moresub-
jective notionof userperception is important in understanding
call quality. Recently, MeanOpinion Score(MOS) is defined
in ITU recommendation P.800for assessingvoice call quality
basedon the subjective opinion of listeners.In order to relate
MOS to objective metrics,ITU recommendationG.107defines
an objective score“R factor” that can be mapped to a MOS
score.In ourfuturework, wewill addressrelatingthelow-level
qualitymeasurementsto metricsthatconsideruserperception.

IV. FRAMEWORK

In this sectionwe describea framework for providing tools
whichmakesit easierto assesstheIP Telephony readinessof a
network. This framework is basedon ourgoalto relateend-to-
endperformance metricsto the loadon network devices. Our
assumptionis thattheonly factoraffecting thequalityof a call
is theperformanceof network deviceson thecall path.

Below, weshow thestepsin applying our framework:
4 Topology Discovery Phase4 Network DeviceMonitoring Phase4 Call Synthesis& Call QualityMonitoring Phase4 AnalysisPhase
TopologyDiscovery Phase
Discovering the network topology is the first step in our

framework. This phaseidentifiesthesetof devicesin thenet-
work, their function (e.g., router or switch), and their inter-
connections. Furthermore, it identifiesthe pathbetweenany
two devices in the given network. The accuracy of our anal-
ysis dependson how well the network elementson the voice
call pathareidentified.With theincreaseduseof virtual LANs
(VLANs), layer-2 switchesarereplacing layer-3 routersexcept
thoseat the edgeof the enterprise. With this paradigm shift,
the layer-2 topology becomesmoreimportant. Becausethese
switchesintroducedelay, jitter andpacket loss,they cannot be

ignored. For instance,in networks with VLANs, the layer-2
pathmaytraversemany devices hiddenat layer3. In suchsitu-
ations,usinglayer-3 topology canberathermisleading.

Network DeviceMonitoring Phase
During the network device monitoring phase,network load

statisticsarecollectedfrom the discovereddevices in the net-
work. Variousstatisticsmaybeusedasanindicationof loadon
a network device. For instance,for a given device, thenumber
of incoming andoutgoingoctetsonall of its interfaces,number
of discardedpacketsonall of its interfaces,its CPUusage,etc.
constitutemeasuresof load.

Given that call quality canbe affectedby adversenetwork
conditions even if they last but a short amount of time, it is
necessaryto collect the device statisticsat an adequately fine
resolution.

Call Synthesis& Call Quality Monitoring Phase
Call synthesisis carriedout concurrently with the network

device monitoring. At the time the voice traffic is injected,
two typesof informationarecollected: call qualitymetricsand
layer-3 path information. Call quality metricsof interestare
end-to-enddelay, jitter, packet loss,andpacket lossburst. The
layer-3 pathis crucialbecauseouranalysisdependson it.

AnalysisPhase
After the collectionof anadequateamount of call andload

statistics,theanalysisphasebegins with the integrationof call
andnetwork device load statistics. The timestampsat which
measurementsarecollectedarecritical in this integration. An
important issuefrom theperspective of network assessmentis
to identify the “bad” callsandthenetwork devices on thecall
pathsof thesebadcalls in aneffort to determinetheroot cause
of problems. Identifying suchproblemsrequirestheexpertise
of a network engineer. The large amount of informationcol-
lectedmustbeanalyzedin asystematicway, leadingto theiso-
lation of any problematicdevices. Heuristicsto draw attention
to problematicnetwork devicesfacilitatetheanalysis.

V. PROTOTYPE TOOL ARCHITECTURE

In this sectionwedescribeExamiNet��� andprovidedetails
of how we implementedthe framework outlined in the previ-
oussection.Figure2 shows our architecture. Thedirection of
arrows correspond to thedirection of informationflow.

Ourprototypetoolconsistsof fivemaincomponents,namely,
topology discovery, network devicemonitoring, call generation
& call qualitymonitoring, database,andvisualization& analy-
sis. In thefollowing sectionswedescribeeachcomponent.

A. NetworkTopology Discovery

Theability to discover devicesin a customer’s network and
theirtopologyatbothlayer3andlayer2 usingSNMPqueries is
key to ExamiNet��� . Network topology discovery servesthree
important purposes.First, it identifiesdevices in the network
to monitor. Second, it allows theendpoint selectionprocessto
intelligently chooseendpoint pairswhosepathscovertheentire
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Fig. 2. PrototypeTool Architecture

network. Third, it identifieswhich network elementsarein the
pathbetweenendpoint pairsso that the analysiscanassociate
call databetweentheendpointsanddatacollectedfromnetwork
devices.

Fieldengineershavefoundthatfew customerscanaccurately
describetheir network topology. Hence,insteadof relying on
thecustomerwe mustgeneratethis informationourselves. We
assume,however, thatthecustomer will provide uswith theIP
addressrangesusedat thesites.

Theprocedurefor usingSNMPto collectthenetwork topol-
ogyhasseveralsteps.Theresultsfrom this procedurearewrit-
tento thedatabase:

1) Probe: Thisstepprobesthenetwork for devicesby send-
ing SNMPqueriesto every IP addressat thesite(s).

2) Classify: For each address responding to the probe,
this stepsendsspecificqueries to determine the device
type (e.g., router, switch, and printer). The classifica-
tion processfirst tries to lookup the type basedon the
systemOID. If the systemOID lookup fails, the pro-
cessclassifiesthedevice usinga heuristicbasedon MIB
variablessuchassystem.sysServices,ip.ipForwards,and
dot1d.bridgeType.

3) Identify Aliased Addr esses:Somedevices respondto
multiple IP addresses(e.g., multi-honedrouters). This
stepfindsaddressesbelonging to thesamedevice by as-
signinganID that is uniqueto eachdevice basedon the
physicaladdressesin theinterfacetable.Responsesfrom

different IP addresseswith the sameID mustbelong to
thesamedevice.

4) Collect Router Tables: For eachrouter, this stepcol-
lects the interface table, route table, IP address ta-
ble, andMAC addressto IP addresstablebasedon in-
terfaces.ifTable, ip.ipRouteTable, ip.ipAddrTable, and
ip.netToMediaTableMIB tables,respectively.

5) Remove Entries at SubnetBoundaries: Somedevices
respond to queries to their network addressor broadcast
address,which canbefound in therouters’ routetables.
This stepremovestheseentriesfrom theresultsof previ-
oussteps.

6) Collect Switch Tables: For each switch, this step
collects the interface table (interfaces.ifTable), for-
warding table (dot1dBridge.dot1dTp.dot1dTpFdbTable)
which mapsphysicaladdressto port number, andtables
needed to generate the spanningtree from the Bridge
MIB [28]. Someswitchesrequire vendor-specific MIBs
to generate thesetables.

Thetopology informationcanbeusedlaterto find pathsbe-
tweenendpoints at layer 3 or at layer 2. The path between
routerscanbefound directly by looking up thedestination ad-
dressin thecurrent router’s route tableto find theaddressof the
next router. Onedifficulty is finding thedefault routerfor each
endpoint. We considerthe default router to be the the router
with anentry in the route tablesthat (a) usesthesmallestnet-
work maskof the entriesincluding the subnet, and (b) hasa
next hop address in the samesubnet. Shouldmultiple routes
fit thesecriteria,a heuristic(namely selectingtheonewith the
lowest IP address)is used. The pathwill be incomplete if it
includes an undiscovered device. In this case,the procedure
findssegments from eachendpoint to thefirst undiscoveredde-
vice.Theseundiscovereddevicesareidentifiedasan“unknown
router cloud.”

The layer-2 pathcanbe found betweenany IP addressesin
the samesubnet(i.e., betweenany two devices in the layer-3
path). As with the layer-3 path, the part of the pathbetween
network devices is simple–thespanningtreedefinesthe path.
Finding the first switch in the path is more difficult ([5] ex-
plains complexities of this problem). Our approach usesthe
switch’s forwardingtables,the spanning tree,andthe router’s
MAC table, all of which arestoredin the database. First, it
looks up the endpoint’s MAC addressfrom router’s MAC ta-
ble. All switches,except the oneclosestto the endpoint, will
forward packetsto the MAC addressalonga trunk line (links
betweenswitchesarespecifiedin the spanningtree). Assum-
ing the endpoint’s MAC address is in an entry in the switch’s
forwarding table,it will betheonly suchentrythatusesanin-
terfacethatis notpartof a trunk line.

VLANs arebecoming a popular way to integrateseveral in-
dependentlogical switchednetworks on a singlephysical net-
work. VLANs affect the layer-2 topology dramatically, but
have no impactat layer 3. The paththrough the network is a
function of the VLAN sinceeachVLAN on the samephysi-



cal network oftenhasits own spanning tree.Thecomponent to
generate the layer-2 pathneedsto usethe VLAN ID asa pa-
rameter. This potentiallycomplicatesvisualizingthe network
traffic becausetheentiretopology becomesa graphratherthan
a tree.MostVLAN implementationsusevendor-specificMIBs
for layer-2 tables;codefor eachvendor-specificMIB mustbe
generatedindividually.

One consideration is how to deal with non-SNMP devices
(thosedeviceswherewe cannot collectSNMP data). Though
most network devices are capable of using SNMP, it is in-
evitable that we encounter situationswherewe cannot access
SNMP data from the device (e.g., SNMP may be disabled
or never configured, accesslists may block access,or uncon-
ventional community stringsmay be used). ExamiNet��� at-
temptsto provide someuseful information even when some
non-SNMP devices are encountered. For a path that goes
through a non-SNMPdevice, our primarygoal is to determine
the interfaceson SNMPenableddeviceson thepath. At layer
3, the IP addressof the first non-SNMP device on a path (in
eachdirection) is alsoknown from its neighbor’s routetable.

Another consideration is how to dealwith virtual ports. To
obtainalayer-3 topology, wewouldliketo modeleachlink asa
pair of interfaceson two connecteddevices.Thentheinterface
indiceswould beusedto find theinterface-specificstatisticsin
the interfacetable(i.e., interface.ifTable). For mosttraditional
routers, this approachworksfine. For newer devices,however,
suchas layer-2/3 switches(e.g., a Cajun switch, which is a
switch with a layer-3 routing module in the samebox) traffic
to a particularrouter IP addresscan useany physical switch
port(dependingonthelayer-2 topology andVLAN). Thesede-
vicesgenerally usea virtual interfacefor the layer-3 interface,
yet they only giveinterfacestatisticsfor thephysicalinterfaces.
Thus, caremust be taken to identify virtual ports whenana-
lyzing layer-3 data. The completelayer-2 topology gives the
physicalport from therouterto thenext-hopaddress.

B. NetworkDeviceMonitoring

Thenetwork devicemonitoring componentof ExamiNet ���
collectsnetwork utilizationandloadstatisticsondiscoveredde-
vicesvia SNMP MIBs. The databaseprovidesthe list of de-
vices(from thediscovery phase)to bemonitored.

This componentcollectsvaluesfor two typesof MIB vari-
ablesfrom the SNMP agentson discovered devicesat regular
intervals. Thefirst typeis device-specificMIB variablessuchas
the total number of input datagramsreceivedon all interfaces.
Thesecondtypeis interface-specificMIB variablessuchasthe
totalnumber of octetsreceived onaninterface.

Network elementsarepolledatregular intervals to obtainthe
valuesof setsof MIB variables.All MIB variablesin asetareof
thesametype.Eachsetis associatedwith apolling interval and
somesetsarepolledmorefrequently thanothers.For example,
thesetof MIB variables storingthe total number of octetsre-
ceivedandsenthasa more frequentpolling interval. Thebasis

for morefrequentpolling is that theseMIB variablesarea di-
rect indicationof network traffic andtheir valueschangevery
fast.Theraw countervaluesof theMIB variablesarestoredin
thedatabase.

One issuein monitoring is that we are introducing SNMP
traffic in thenetwork andloadon network devicesby querying
their MIBs. Sofar, our testsduring eachuseof ExamiNet���
indicatethat the impactof SNMPtraffic on themonitoredde-
vices is insignificant. Furthermore,ExamiNet ��� provides a
real-timeestimateof the response time of eachdevice during
collectionperiods.

C. Call Generation& Monitoring

The call generation and monitoring component of
ExamiNet��� injects voice traffic to the network while
collecting call quality metrics and layer-3 path information.
Call quality metrics are measured at the endpoints of each
call, and measurements are preserved for both directions of
RTP traffic flow. Thelayer-3 pathinformation,collectedusing
traceroutes initiated by the endpoints during the synthesized
call, is usedto verify thatthecall is following thepathpredicted
by thediscoveryphasebasedonroutertables.

Voice traffic injection is carriedout “around the clock” for
several days,typically at leastfivebusinessdays.Theobjective
is to ensurethatthedatacollectionoccursduring timesensitive
congestionthatmayoccurin thenetwork, andin particular to
observe thenetwork at daily andweeklypeak, or “busyhour”,
loads.

In general, thereareseveralwaysto generate thevoicetraf-
fic, includingusingactualor simulatedIP telephony equipment.
The basicrequirementis that the injectedtraffic shouldemu-
latea full duplex call. In otherwords,RTP packetsshould be
exchangedat regular intervalsbetweenapairof call endpoints.
Thecall endpointscanbeIP telephones,computingdevicesthat
simulatetheRTP packet flows from telephones,or a combina-
tionof both. For thesakeof simplicity, wereferto thegenerated
voice traffic assynthesizedtraffic regardlessof how the voice
traffic is generated.

Voice traffic injection hasmany parameters that impactthe
effectivenessof ourapproach.Theseinclude:
4 wherecall endpointsareplacedin thenetwork, bothphys-

ically with respectto network devicesandlogically with
respectto VLANs,4 whatsubsetof thepossibleendpoint pairswill beusedto
synthesizecalls andhow many calls shouldbe occurring
concurrently,4 whatcall durationandinter-call intervalsto use,4 whichstandard codecsshouldbesimulatedwhengenerat-
ing RTP packets,and4 whatportsandQoSmarkings(TOS,Diffserv, VLAN tags)
to usefor generatedRTP packets.

Placementof call endpointsdirectlyaffectswhichpartof the
network is traversedby the call traffic. In orderto draw con-
clusionsabout a network, injectedvoice traffic shouldcover



the entire network. Note that covering the entire network is
not necessarilysufficient for the purposeof identifying prob-
lematicpartsof a network. It is alsonecessaryto be able to
distinguishtheeffect of eachhopon call quality. Call duration
andinter-call intervals for synthesizedtraffic shouldreflectre-
spective parametersfor actualvoice calls. Selectionof codec
impactsthepayloadsizeandthepacket transmissionrate.QoS
markingsaffect theway network devices handle voicepackets.
Our approachrequires that the synthesizedtraffic receive the
sametreatmentastheactualvoicepacketsafterthedeployment
of IP telephony equipment.

Theeventual analysisof thecollectedmeasurementsshould
support the observation of all potential end-to-endQoSprob-
lems,andalsosupport root causeanalysisof identifying how
the different network elements affect end-to-end QoS. Thus
prior to theonsetof voicetraffic injection, thecall patternmust
be planned appropriately, usingan awarenessof the network
topology, to provide theneedednetwork coverage.

The call generation and monitoring component of
ExamiNet��� has a separateuser interface that allows the
user to specify a sequenceof calls called a call pattern.
Each call is identified by a pair of endpoints, QoS setting,
codec/payload,packet rate,port number, jitter buffer size,start
time, and duration. A single endpoint may be specifiedto
appearany desirednumberof timeswithin agivencall pattern.

During the call generation phase,a call control module au-
tomatesthe initiation of calls andcollectionof QoSstatistics.
Endpoint softwaremustbeinstalledon a computerto sendand
receivesynthesizedtraffic andto collectandreportstatisticsto
thecall control module. Let 9 / and 9 1 betwo endpointsin the
network running the endpoint software. To initiate a synthe-
sizedcall between9:/ and 9;1 at time < , thecall control module
sendscontrol information,including call parameters,at time <
to the control agentsrunning on both 90/ and 9=1 . 9>/ and 9;1
execute thecallsandreport call statisticsbackto thecall con-
trol module. The call control module storesthe call statistics
suchasdelay, jitter, andpacket loss in the database. Current
implementationusesacommercial tool [15] for theendpoints.

Call patternsarecurrently generatedusing intuitive heuris-
tics. Our current algorithm relieson randomly distributing the
endpointsbut alsoensuresthatendpoint pairsseparatedby long
pathsareexercised.Themotivation for ensuring the inclusion
of longpathsis thatwewouldliketo determinetheworstpossi-
bledelaythatvoicetraffic would incur in thenetwork. Without
any prior informationon a network, pathsthathave morehops
are likely to have moredelay. Furthermore,using long paths
increasesourchancesof encounteringproblemsin thenetwork
earlyon. Many variations on this strategy arepossible.We are
working on developing algorithms for call patterngeneration
andquantifying theirnetwork coverage.

D. Database

TheExamiNet��� architecturestoresall theinformationcol-
lectedfrom thenetwork in apersistentstore(currentlyaMySql

database). The other componentsinteractwith the database.
Thediscovery componentstoresthenetwork topology andde-
vice data in the database. The elementmonitoring compo-
nentstoresnetwork loadmeasurementsateachpolling interval.
Similarly, call generation andcall quality monitoring compo-
nentstorescall quality statisticsatwell definedintervals.

It is critical for integration purposesthat the measurements
provided by the network device monitoring component and
the call quality monitoring componentusethe samereference
clock. Eachmeasurementprovidedby eitherof thesecompo-
nentshasa timestampthat is usedwhenintegrating measure-
mentsfrom differentsources.Currently different components
of ExamiNet��� mayexecute on different hostsandsendtheir
datato the database.In suchcases,we useNTP servicefor
clocksynchronizationto ensure thatmeasurementsaremarked
according to synchronizedclocks.

Databasestorage requirementsarea concern for long moni-
toringperiods. Oneof ourpreliminaryempiricalstudiesranfor
approximately4 daysandgenerateda databasesizeof 1.5GB.
Thisstudyinvolved 10routers andswitcheswith anaverageof
97 interfacesper device. The monitor used60 secondpolling
interval for 2 MIB variablesetsof 11 and 18 MIB variables
and10 secondpolling interval for 1 MIB variablesetof 2MIB
variables. For theoverall duration of 4 days,18 endpointspar-
ticipatedin calls,with anaverage of 2541 callseach.

E. Visualization andAnalysis

ExamiNet��� providesa tabular andaninteractive interface
to the information storedin the database. In this sectionwe
describetheseinterfaces and provide example outputs from
ExamiNet��� .

Tabular Interface
Loadstatisticsonmonitoreddevicesareaccessiblethrough a

webpage.Usersmayselecta device or aninterfaceandspec-
ify a time frame. Basedon userspecification,thevisualization
componentqueriesthedatabaseandreturnsatablethatcontains
thevaluesof all MIB variablesmatching thespecification.Each
column of this tablecorrespondsto theraw counter valuesfor
a distinctMIB variable collectedover thespecifiedtime frame
for the specifieddevice/interface. Eachrow containscounter
valuesfor all MIB variable statisticscollectedin onepolling
interval for thespecifieddevice/interface.Thetabular interface
allowsexporting datato otherapplications.

Interacti ve Interface
The interactive interface displaysa graphical representation

of thenetwork topology andusesit asanaccessmechanism to
seevariousviews. Figure3 showsanExamiNet��� screenshot.
Whenusersselectanetwork fromthemainwindow of theinter-
active interface,thenetwork topology anda list of all call pairs
for theselectednetworkareavailablein separatewindows. Fig-
ure3showsthenetwork topology for asamplenetwork recently
evaluatedby ExamiNet ��� . Usersmayselectadevice from the
topology window andview detailedinformationontheselected
device. Thedevice detailswindow in Figure3 correspondsto



oneof therouterson thenetwork topology. This window con-
tains device-specificinformation and a list of all calls going
through it.

Call Pairs

Device Details

A3
A1

A2

2

2

Network Topology
Main Window Time Slice Control

1

Fig. 3. ExamiNet?A@ Screenshot

The interactive interfacesupports threetypesof views: de-
vice statisticsview, call quality statisticsview, andpathstatis-
tics view. Eachview containsasetof relevant plots.

The device statistics view displays plots of device- or
interface-specificMIB variable statisticsover time. For exam-
ple, if a device andMIB variable ip.ipInReceives is selected,
ExamiNet��� displaysa plot of the number of datagramsre-
ceived per secondby its interfaces. Similarly, if an interface
andtheinOctetsmetricareselected,ExamiNet��� displays the
plot of thenumber of bits persecondit received. This view is
accessibleby clicking on theareamarkedasA1 in Figure3.

Thecall qualitystatisticsview consistsof four plotspertain-
ing to a user-specifiedcall. Theseplotsdisplayone-way delay,
jitter, packet loss,andpacket lost burstof eachdirectionof the
call over time. All the plots in the view arein the sametime
scale.Thisview is accessibleby clicking ontheareamarkedas
A2 andA3 in Figure3.

Thecall pathstatisticsview shows device-specificinforma-
tion for eachdevice or interfaceon the call path. This view
hastwo columns whereeachcolumncorrespondsto oneway
of thecall. Eachcolumn consistsof a sequenceof plots,where
eachplot displaysdevice-specificload informationpertaining
to a device on thecall path.This view is accessibleby clicking
on theareamarkedasA2 andA3 in Figure3.

Theinteractive interfaceprovidesheuristicsto displayinter-
estinginformation,i.e.,caseswherelow call quality is observed
andfurtherinvestigation is necessarytodeterminethecause.To
identify suchcases,the analysisandvisualizationcomponent
computesastatusindicator for eachdevice,timeslice,andQoS
metric.Thetimesliceisauser-specifiedparameterandits gran-
ularity is adjustable.ThepossibleQoSmetricsareend-to-end
delay, jitter, packet loss,andpacket lossburst. ExamiNet���
usesa coloring schemeto displaythestatusof eachdevice for
varioustime slicesandvariousQoSmetrics.Colorvariesfrom
red (unacceptable)to white (acceptable). For example, if all
calls going through a device experience high delay during a
time slice, thatdevice is colored red for that time slice. Users
maythenstudyvariousviewspertainingto thedevicein efforts
to determine the causeof low call quality. For example, each
deviceshown in Figure 3 hasa color indicatingits “delay” sta-
tus at the specifiedtime interval. The darker colors indicate
high valuesof delay. Quality metricsotherthandelaymaybe
selectedfrom themainwindow of theinteractive interface.

Example
The samplenetwork shown in Figure 2 is part of a larger

network consistingof 129 devices. ExamiNet ��� discovered
this network and collecteddatafor approximately four days.
In this sectionwe consideranexample call betweenendpoints
- and . shown in Figure 2. Figures 4 and 5 show the call
quality statisticsview andthe call pathstatisticsview for this
samplecall. Thedatemarkings on thex-axishave the format
“month/day”. During theexperiment,host B shown in Figure
2 introducedFTPtraffic to thecall pathfrom - to . . Both .
and B areconnectedto switch �%/ through the samehub. As
a result,theeffect of this traffic wasobservedon interface )C/ + /
aswell ason someof the otherdeviceson the call path. It is
expectedthat this FTPtraffic affects thecall quality adversely.
Theshadedperiods in Figures4 and5 correspondto theperiod
of FTPtraffic.

Figure4showsasamplecall qualitystatisticsview for theex-
amplecall. Exceptduring theFTPtransfer, all low-level quality
measurements(jitter, delay, packet loss,burstpacket loss)meet
theacceptable standards discussedin SectionIII. Theplots in
theview arein thesametimescaleandthedashedvertical lines
correspondto oneday.

Figure5 shows the in bits per secondand the out bits per
secondon the interfacesof the example call. Note that when
octetsreceivedin interface) �,+ � equalsoctetssentfrom interface
)ED + F , the view shows only octetssentfrom )GD + F . Eachcolumn
correspondsto onewayof thecall. Thespeedof eachinterface
in bits per seconds is markedon the upper left corner of each
plot andmustbetakeninto consideration wheninterpreting the
utilization levels. The plots in the view are in the sametime
scaleandthedashedverticallinescorrespond to oneday. Note
thatthetimeframefor theplotsin thisview is thesameasthose
in Figure4.

Introductionof FTPtraffic through B wasa smalltestto de-
terminewhetherwe could detectthe impactof this traffic on



Fig. 4. Call Quality StatisticsView

thecall andon thedevicesvia ExamiNet��� . As seenon both
the call detailsand the call pathdetailsviews, ExamiNet ���
capturestheeffects of this traffic.

VI . CONCLUSIONS & FUTURE WORK

In this paperwe presenta framework for providing tools
which facilitatetheassessmentof IP Telephony readinessof a
network. Thoughtheframework is intendedfor IP Telephony,
it canbe easilygeneralized to othermultimedia applications.
This framework is basedon our goalto relateend-to-endqual-
ity of servicemetricsto theloadonnetwork devices.Automatic
network discovery is thefirst stepin applying our framework.
Uponcompletion of discovery, network device monitoring, in-
jection of synthesizedtraffic, andcall quality monitoring are
carriedout concurrently. At the endof the datacollectionpe-
riod, whichspansperiods of varying network utilization levels,
theanalysisstepbegins. This stepintegratesall collecteddata
andprovidesamechanismto assesstheperformanceof thenet-
work underconsideration.

Recently, we developed a tool called ExamiNet ��� that
implements our proposedframework. We describethe ar-
chitecture of ExamiNet��� and presentsampleoutputsfrom
ExamiNet��� ’s visualization andanalysiscomponent.

Ourapproachis basedonanovel ideaof relatingvoicequal-
ity metricsfor a particular call pathto theloadon network de-
vices on the call path. ExamiNet��� ’s discovery component
identifieslayer-2 pathsbetweenthe endpoints in the network.
Thesepathsareessentialin relatingend-to-endcall quality to
theloadon thenetwork devicesonthecall path.

Ourapproachprovidessupport for injectingsynthesizedtraf-
fic according to userdefinedparameters suchasendpoint pair,
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Fig. 5. Call PathStatisticsView

codec, call length,call start andendtime. Theseparameters
definea call pattern. How well a specifiedcall patterncovers
a given network is a problemby itself. ExamiNet ��� currently
selectscall patterns basedon intuitive heuristics suchas ran-
domselectionof call pathswhile ensuringtheselectionof long
call paths(in efforts to observe “bad” callsfast).We arework-
ing towarddefiningsomenetwork coveragecriteriaandimple-
menting algorithms that generatecall patternswhich satisfya
specifiedcriteria.

Poor call quality characteristics may be due to a variety
of factors, including a misconfigured networking element,an
overloadedlink, and improper prioritization for voice traffic.
Giventhatindividual callsarechanneled through numerousel-
ementsandlinks, the reasonfor poorcall performance is typ-
ically not easilydetermined. At the sametime, a problem at
somelocationin thenetwork is likely to affect theperformance
of any call whosepathgoesthrough thatlocation.

It is clearthattheproblem of correctlyattributing theblame
for poor performanceis crucialto any diagnostic effort. We are
currently developing modelsthat take into account call perfor-
mancemetrics,network device monitoring timeseriesandnet-
work topology to bestdeterminethelocationandnatureof un-
derlying problems.Themodelscanbefittedin thecourseof the
project, not only makingit possibleto identify problems early
on but alsomakingit possibleto change thefocusof themea-
surement processto areaswherethereis greater uncertainty.
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