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Abstract— Networked multimedia applications require strin-
gent real-time QoS guarantees. Successfuldeployment of such
applications closely dependson the performance of the underly-
ing data network. The characteristics and the QoS requirements
of theseapplications are differ ent from traditional data applica-
tions. Hence, prior to deploymentit is necessaryto evaluate a
network from a multimedia perspectie. In this paper, we focus
on IP Telephonyand describea framework for providing tools for
IP Telephonyreadinessevaluation. This framework can be easily
generalizedto other multimedia applications. Our approachin-
jects synthesizedvoice traffic and measuresperceived end-to-end
quality. We presenta novel ideaof relating voicequality metrics to
the performance of data network devices. Following the proposed
framework, we developeda prototype tool to evaluate a network
andto identify problems,if any, prior to IP Telephonydeployment.
Our tool automatically discovers the topology of a given network,
and collectsand integrates network device performanceand voice
quality metrics. We describethe architecture of our tool and pro-
vide sampleoutputs from a network consistingof 129devices.

|. INTRODUCTION

Recenindustrytrendsshowv thatmultimeda holdsthepoten-
tial for awide range of applicatiors. A significan challengeo
makingsuchpotentialapplicatimswidely availableis ensuring
thatthe IP network canprovide a minimum quality of service
(QoS)level. In this paper we focus on determiring whether
a network canhandleapgicationswith stringen QoSrequire-
ments.We specificallyfocus on IP Telephay, thowgh our con-
tributions canbe gereralizedto othermultimedia apgications.

IP Telephay constitutesa challeng for datanetworks since
it memges two applicationdomains with different QoS stan-
dards,voice anddata. While voice is very sensitve to delay
andjitter, traditioral dataapplicatins are more tolerart with
respecto theseperfamancemetrics.Optimizing ahighperfor
mancenetwork for datatraffic may adwersely affect successful
IP Telephony deplayment. Recently we developeda protaype
tool calledExamiNetf ™ , which addressethe prablemof eval-
uatingtheability of the network to deliverthequality of service
necessarfor IP Telephay deployment. Its pumposeis to assist
network enginees within Avayalnc. at the pre-salesstages,
prior to theinstallationof new IP Telephay equigment.
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The contritutions of this pape arethreefold: First, we pro-
vide a framework for network assessmerand IP Telephay
readiressevaluation. Secondwe describeour prototype tool,
ExaniNet”™ | that automdically discovers the topdogy of a
given network, collectsandintegratesnetwork device statusand
voicestatisticsandprovidesa mechanismto identify prodems
in thenetwork. Third, we presentanovel ideaof relatingvoice
guality metricsto the network devices. Our appoachis to in-
jectsynthesizedvoicetraffic in thenetwork andto measureach
endmint’s persgective of the endto-endquality of service. At
the sametime, we moritor the load and utilization of the net-
work devicesthatroute synthesizedoicepaclets.Ourassump-
tion is thatthe quality of servicefor thesecallsis a fundion of
the utilization andload on the network devicesthatareon the
call paths.We relatethe network loadonthecall pathsto voice
quality paranetersto identify network problams thatmay pre-
vert anacceptabléP Telephay deployment.

An importantaspeciof our approachis thatit doesnot rely
on network and call simulationmocels. We use synttesized
traffic injection and obsene actualend{o-end QoS measue-
ments,ratha thanrelying on traffic simulationto predct the
end{o-endQoS.In particuar, we seekto obsere call behaior
atactualpeaknetwork load, rathe thanattemptingto simulate
andpredictnetwork load.

This paperis organizedasfollows: In Sectionll we provide
a summaryof existing commaecial tools andrelatedwork. In
Sectionlll we presenthe preliminary informationandthe no-
tation usedthroughou the pager. In SectionlV we describea
framawork for network assessmerfor IP Telephon. In Sec-
tion V we provide the archited¢ure for ExaniNet” . Our con-
clusionsandfuturework arepresentedn SectionVI.

Il. RELATED WORK

ExaniNet”™ suppots a wide range of functionality in net-
work evaluation In this sectionwe provide relatedwork per
tainingto variows featuesof ExamiNet ™ startingwith litera-
ture on network topdogy discovery. Thenwe list majorcom-
mercialtoolsfor moritoring network devicesfollowedby rele-
vanttools on voicetraffic injection andvoice quality monita-
ing. Finally we presentools that addressntegrating network
device perfamancewith voice call metrics.

A few exampes of topdogy discovery at layer 3 are given
in[1], [2], [3]. Theappoacheglescriedin thesepapersnainly



focuson mappng thetopolog of theInternetbacklonerather
thanthatof anenterpise network. Theworkin [4] presentand
comparesping-, tracerote-, andDNS-basedechniqesto ob-
tainthelayer3 topdogy. Despitetheimportanceof thelayer2

topolayy, little literatureis available.Oneapprachto geneate
thelayer2 topolagy betweerswitchesvaspresentedh [5] and
improvedupa in [6]. This apprachdiscovers thetopolagy by

processingtheforwardingtablesobtainedrom eachswitchvia
SNMP lIts accurag dependson how comgete forwarding ta-
blesare,andit hasnotbeenprovenwith VLANs. Someswitch
vendars(e.g.,[7]) havetoolsfor layer2 topolagy discovery us-
ing propiietary MIB extensiors on their own devices. A few

commecial tools (e.g, [8], [9]) have recenly addedclaimsto

suppot heterogneoudayer2 topolagy discovery usingpropri-

etarytechniques.

Many commecial toolsfor network performane monitaing
and managmentare available. A few exanplesare Hewlett-
Packards HP Operview [10], Lucents VitalSuite[11], Patrol
DashBoard12], Omegon’sNetAlly [13], theFelix projectfrom
Telcorda Techrologies[14]. In addition to theseis the open
sourceMRTG. Thesetools provide detailednetwork statistics,
but they arelimited in their ability to export the raw datacol-
lectedto othertoolsfor analysis purposes.

Theemeging multimediamarkethasledto thedevelopmen
of new toolsfor testingthe performane of multimediaapplica-
tions. Amongthe comnercialtools that suppat Voice over IP
(VolP) testsin their suiteareNetAlly [13], Charid [15], Ham-
mer[16], andExplorer[17]. Thesetoolsdiffer in theway they
injectvoicetraffic but they collectsimilarendto-endmeasure-
mentsincluding delay jitter, andpacletloss.

Among the tools that are on the marlet, Agilent Techrolo-
giesandCiscoSystemsprovide toolsthataddessnetwork as-
sessmerntfor IP Telephay. Agilent Techrologies’suiteof tools
for testingIP Telephay serviceg[18] consistsof threemain
products,Voice Quality Tester(VQT), IP Telephay Analyzet
and IP Teleplony Reporter Voice Quality Testermeasures
voice quality objectively, without having humanlisteners.This
systemsuppats one-way andround-trip delay measuremes,
echo,and clarity (a measureof voice quality). IP Telephay
AnalyzercaptureRTP pacletsandcalculatevarious statistics
for eachRTP streamsuchas,paclet loss,andjitter. Addition-
ally, for eachconrectionandprotoal, it collectsstatisticson
the numker of frames, bytes,andframeerrors, andthe utiliza-
tion. IP Telephoy Reportermeigesthe call quality statistics
providedby VQT andthepaclet-network statisticgprovidedby
the IP Teleplony Analyzerby impotting resultfiles from both
of thecompaents.

CiscoSystemgprovidesasolutioncalledVolP Readinesslet
Audit for network assessmeljf.9]. It usesproprietary SNMP-
basedoolsfor datacollectionfrom network devices. Thegoal
of this solutionis to assesshe geneal healthof the network.
The servicefocuseson perfamanceanalysis of routers and
switchesand delivers an executive repot describirg the over
all network performarce and predictedVolP readinessout it

doesnot integrae voice quality statisticswith network device
statistics.

Eachof the comnrercialtools mentionedin this sectionpro-
vides a part of ExamiNet ™’s functionality. None of these
tools, however, integrate voice quality metricsto network de-
vice statisticson the voice path as closely as ExamiNet”
Simply usinga variety of existing toolsto accomgish sucha
closeintegrationis nontrivial sinceeachtool hasdifferert in-
terfaces,dataformats,andlimited dataimport/expott suppat.
Another majorobstacldor integratian is thatthe grandarity of
time measuremas is differentfor eachtool. Very few com-
mercialtools provide fine grarulatedmeasurerants,i.e., morn
itoring in the order of seconds.

Network QoS montoring and evaluationcan be perfamed
in anintrusive (e.g, [20]) oranon-irtrusive (passie)way (e.g,
[21]). For the puposesof ExamiNe”? | RTP pacletinjection
is necessaryo deternine the type of servicethe actualvoice
pacletswould receve. Furthernore, collectingstatisticsfrom
switchesandrouters (e.g.,via SNMP) introducesunavoidable
traffic. Ther is extensve literatureon efficient network mon
itoring and QoS evaluation for datanetworks (e.qg, [22], [23],
and[24]). Theseapproghesemplq statisticaltechnigesto
estimatenetwork nodeandlink characteristics.In our future
work we will consicr thesetechniqes as part of our analy-
sis efforts to assessietwork charateristicsfrom a multimedia
perspetive.

I1l. PRELIMINARIES

We repesentthe network topolagy asagraph G = (D, L)
whereD is asetof devicesand L is asetof links. Eachdevice
in D is of typerouteror switch. Let D; andD; betwo devices
in D wherel < i,j < |D|,i # j. Thereis alink between
D; andD; if andonly if thereis a directcommunicationpath
betweenD; andD;. I; ; denoteshe jth interfaceof device D ;.
Eachlink outof adevice in thegraph represets aninterfacein
thenetwork.

D, D, Ds
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Fig.1. Cal Path

Figure1 illustratesthe network elementdnvolvedin a sam-
plevoicecall betweerengoints A andB. We referto adevice
thatcaninitiate andrespondo voice callsasanendpant. We
assumehepathfrom A to B is thereverseof the pathfrom B
to A. A line betweenwo devicesderotesa bidirectimnal link.
Assumethatthe voice pacletspassthrough threeroutersindi-
catedasD,, D,, andD3. Therouterinterfaceshatthepaclets
traverse are also marked on the figure All network elements
that participde in a voice call form the call path. For the call
shavn in Figurel, the call pathconsistsof A4, 5,1, 11,2, 121,
I2’2, I3,1, Ig’g, andB.



Our analysisrequires objedive and measurale metricsto
quartify the quality of a voice call. We considerfour IP per
formancemetricsthat affect the quality of IP Telephay calls:
one-vay delay jitter, paclet loss,andpaclet lossburst. One-
way delayis definedasthe time from whenthe souce sends
thepacletuntil thetime thedestinatiorrecevesit. To measue
jitter we usearunming averageof thedifferencesn inter-paclet
arriva timesasdescribedn [25]. Packetlossfrom a sourceto
a destinationduring aninterval refersto theratio of the num-
ber of pacletslost to the numker of paclets sentduring that
interval [25]. Packetlossburstduring anintenal refers to the
maximun numker of consecutie pacletslost duiing thatinter
val [26]. For Avayaequipnent, Avayalnc. standard recom-
mendoneway delayin thenetwork of lessthan50 ms, jitter of
lessthan20 msanddatalossof lessthan0.2%for voicecallsto
beconsideedacceptale [27]. A call is consideedbadassoon
as,atary point duringthe call, any of the quality metricsfails
to meetthesespecifications.

In assessingall quality, userpercepion is thedefinitive met-
ric. Relatinglow-level quality metricssuchasendto-endde-
lay, jitter, paclet loss,and paclet lossburst, to the more sub-
jective notion of userpercepion is importantin understanding
call quality. Recently MeanOpinion Score(MOS) is defined
in ITU recanmendtion P800 for assessingoice call qudity
basedon the subjectve opinion of listeners.In order to relate
MOS to objective metrics,ITU recomnendationG.107defines
an objective score“R factor” that can be mapped to a MOS
score.In ourfuture work, we will addresselatingthelow-level
quality measuremmsto metricsthatconsidemuserpercepion.

V. FRAMEWORK

In this sectionwe describea framework for providing tools
which malesit easierto assesshe IP Telephamy readiressof a
network. This framework is basedn our goalto relateend-to-
endperformane metricsto the load on network devices. Our
assumptions thattheonly factoraffecting the quality of a call
is the perfomanceof network devicesonthecall path.

Below, we shawv the stepsin applying our framework:

« Topdogy Discovery Phase

« Network Device Monitoring Phase

« Call Synthesist Call Quality Monitoring Phase

« AnalysisPhase

TopologyDiscovery Phase

Discoveling the network topolog is the first stepin our
framavork. This phaseidentifiesthe setof devicesin the net-
work, their function (e.g, router or switch), and their inter
conrections. Furthemore, it identifiesthe path betweenary
two devices in the given network. The accurag of our anal-
ysis dependson how well the network elementson the voice
call pathareidentified. With theincreasediseof virtual LANs
(VLANS), layer2 switchesarereplacirg layer3 routersexcep
thoseat the edgeof the enterpise. With this paradgm shift,
the layer2 topdogy becomesmoreimportart. Becausehese
switchesintrodwe delay jitter andpacletloss,they canna be

ignored. For instance,in networks with VLANS, the layer2
pathmaytraversemary devices hiddenatlayer3. In suchsitu-
ations,usinglayer3 topology canberathermisleading

Network Device Monitoring Phase

During the network device monitaing phase hetwork load
statisticsare collectedfrom the discovereddevices in the net-
work. Variousstatisticsmaybeusedasanindicationof loadon
anetwork device. For instancefor a given device, the number
of incoming andoutgoing octetsonall of its interfacesnumker
of discardegacletsonall of its interfacesjts CPUusagegtc.
constitutemeasuresf load.

Given that call quality can be affectedby adwersenetwork
condtions eveniif they last but a shortamoun of time, it is
necessaryo collectthe device statisticsat an adequately fine
resolutian.

Call Synthesis& Call Quality Monitoring Phase

Call syntresisis carriedout concurently with the network
device mornitoring. At the time the voice traffic is injected,
two typesof informationarecollected call quality metricsand
layer3 pathinformation. Call qudity metricsof interestare
endio-enddelay jitter, pacletloss,andpacletlossburst. The
layer3 pathis crucialbecaus®uranalysisdepedsonit.

Analysis Phase

After the collectionof an adeqate amoun of call andload
statistics the analysisphasebegins with the integration of call
and network device load statistics. The timestampsat which
measurmentsare collectedarecritical in this integraion. An
importantissuefrom the perspectie of network assessmeris
to identify the “bad” calls andthe network devices on the call
pathsof thesebadcallsin aneffort to determingheroat cause
of prablems. Identifying suchprobdemsrequiesthe expertise
of a network engineer The large amoun of information col-
lectedmustbeanalyzedin asystematiavay, leadingto theiso-
lation of ary prodematicdevices. Heuristicsto draw attention
to prodematicnetwork devicesfacilitatetheanalysis.

V. PROTOTYPE TOOL ARCHITECTURE

In this sectionwe describeExamiNet™ andprovide details
of how we implementedthe framework outlined in the previ-
oussection.Figure2 shaws our architectue. Thediredion of
arravs correspad to thediredion of informationflow.

Ourprotaypetool consistof five maincompmnentsnamely
topdogy discovery, network device monitoiing, call generatio
& call quality moritoring, databaseandvisualization& analy-
sis. In thefollowing sectionave describeeachcompmpnent.

A. NetworkTopolagy Discovery

The ability to discover devicesin a custome's network and
theirtopdogy atbothlayer3 andlayer2 usingSNMPqueriesis
key to ExamiNet ™ . Network topolagy discovery senesthree
important purposes. First, it identifiesdevicesin the network
to moritor. Secondlit allows the endpadnt selectionprocessto
intelligertly choseendmint pairswhosepathscovertheentire
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network. Third, it identifieswhich network elementsarein the
pathbetweenendoint pairsso thatthe analysiscanassociate
call databetweertheendgointsanddatacollectedrom network
devices.

Fieldenginees have foundthatfew customes canaccurately
describetheir network topology. Hence,insteadof relying on
the customeme mustgeneatethis informationoursehes. We
assumehowever, thatthe custoner will provide uswith the IP
addressrangesusedat thesites.

The procealurefor usingSNMPto collectthe network topd-
ogy hasseveralsteps.Theresultsfrom this procedire arewrit-
tento thedatabae:

1) Probe: Thisstepprobes the network for devicesby send-
ing SNMP queiesto every IP addessatthesite(s).
Classify: For eachaddess respouling to the probe
this stepsendsspecificqueres to deternine the device
type (e.g., router, switch, and printer). The classifica-
tion processfirst tries to lookup the type basedon the
systemOID. If the systemOID lookup fails, the pro-
cessclassifieshe device usinga heuristicbasedon MIB
variables suchassystem.sysServicefp.ipForwards,and
dot1dbridgeType.

Identify Aliased Addresses:Somedevicesrespondto
multiple IP addressege.g., multi-honedrouters). This
stepfinds addessedelorging to the samedevice by as-
signingan ID thatis unigqueto eachdevice basedon the
physicaladdressem theinterfacetable.Responsefom

2)

3)

different IP addresseswith the samelD mustbelorg to

thesamedevice.

Collect Router Tables: For eachrouer, this stepcol-

lects the interface table, route table, IP addess ta-
ble, and MAC_addresgo_IP_addresgable basedon in-

terfaces.ifBble, ip.ipRoueTable, ip.ipAddrTable, and
ip.neéToMediaTableMIB tables respectrely.

Remove Entries at Subnet Boundaries: Somedevices
respom to querlesto their network addresor broadcast
addess,which canbefound in the routers’ routetables.
This stepremovestheseentriesfrom theresultsof previ-

oussteps.

Collect Switch Tables: For each switch, this step
collects the interface table (interfaces.ifBble), for-

wardirg table (dat1dBridgedotldrp.daldTpFdTable)
which mapsphysical addresgo port nunber, andtables
needd to generge the spanningtree from the Bridge
MIB [28]. Someswitchesrequite verdor-spedfic MIBs

to generge thesetables.

Thetopolog informationcanbe usedlaterto find pathsbhe-
tweenendpants at layer 3 or at layer 2. The path between
routerscanbefound directly by looking up the destinatio ad-
dresdn thecurren route’sroute tableto find theaddessof the
next router Onedifficulty is finding the default routerfor each
endmwint. We considerthe defaut routerto be the the router
with anentryin the route tablesthat (a) usesthe smallestnet-
work maskof the entriesincluding the subret, and (b) hasa
next hop addressin the samesubret. Shouldmultiple routes
fit thesecriteria,a heuristic(nanely selectingthe onewith the
lowestIP address)s used. The pathwill be incomgete if it
includes an undscoveral device. In this case,the procalure
findssegmernts from eachendpant to thefirst undiscoweredde-
vice. Thesaundiscwereddevicesareidentifiedasan“unknown
router cloud”

The layer2 pathcanbe found betweenary IP addessesn
the samesubnet(i.e., betweenary two devicesin the layer3
path) As with the layer3 path, the part of the path between
network devicesis simple—thespanningtree definesthe path.
Finding the first switch in the pathis more difficult ([5] ex-
plains comgexities of this problen). Our apprach usesthe
switch’s forwardingtables,the spanniiy tree,andthe routers
MAC table, all of which are storedin the datalase. First, it
looks up the endpint’'s MAC addessfrom routers MAC ta-
ble. All switches,except the oneclosestto the endpant, will
forward pacletsto the MAC addressalonga trunk line (links
betweernswitchesare specifiedin the spanningtree). Assum-
ing the endpdnt’'s MAC addressis in anentryin the switch’s
forwarding table,it will bethe only suchentrythatusesanin-
terfacethatis notpartof atrunkline.

VLANSs arebeconing a popuar way to integrateseveralin-
depewlentlogical switchednetworks on a single physical net-
work. VLANs affect the layer2 topolagy dranmatically, but
have no impactat layer 3. The paththroudh the network is a
function of the VLAN sinceeachVLAN on the samephysi-

4)

5)

6)



cal network oftenhasits own spanniig tree. Thecompner to
geneatethe layer2 pathneedsto usethe VLAN ID asa pa-
rameter This potentiallycomplicdes visualizingthe network
traffic becasethe entiretopolagy becanesa graphratherthan
atree.MostVLAN implemetationsusevendr-specificMIBs
for layer2 tables;codefor eachvenda-specificMIB mustbe
geneatedindividually.

One consideation is how to deal with nonSNMP devices
(thosedeviceswherewe canrot collect SNMP data). Though
most network devices are capale of using SNMR it is in-
evitable that we encounter situationswherewe cannd access
SNMP data from the device (e.g., SNMP may be disabled
or never configured, accesdists may block accesspr unmn-
ventianal comnunity stringsmay be used). ExamiNefl™ at-
temptsto provide someuseful information even when some
non-SNMP devices are encountered. For a path that goes
through a nonSNMP device, our primary goalis to determire
theinterfaceson SNMP enableddeviceson the path. At layer
3, the IP addessof the first non-SNMP device on a path (in
eachdirectin) is alsoknown from its neightor’'s routetable.

Anothe consideratia is how to dealwith virtual ports. To
obtainalayer3 topolagy, we wouldliketo modeleachink asa
pair of interfaceson two conrecteddevices. Thentheinterface
indiceswould be usedto find the interface-specifictatisticsin
theinterfacetable(i.e., interface.iflable). For mosttraditioral
routes, this approachworksfine. For newer devices,however,
suchas layer2/3 switches(e.g, a Cajun switch, which is a
switch with a layer3 routing modue in the samebox) traffic
to a particularrouter IP addesscan useary physical switch
port(depeningonthelayer2 topdogy andVLAN). Thesede-
vicesgeneally usea virtual interfacefor the layer3 interface
yetthey only giveinterfacestatisticsfor the physicalinterfaces.
Thus, caremust be taken to identify virtual ports when ana-
lyzing layer3 data. The completelayer2 topolagy givesthe
physicalportfrom therouterto the next-hop address.

B. NetworkDevice Monitoring

Thenetwork device monitoing commnentof ExaniNet T
collectsnetwork utilizationandloadstatisticoondiscoseredde-
vicesvia SNMP MIBs. The datalaseprovidesthe list of de-
vices(fromthediscovely phase}o be monitored.

This componentcollectsvaluesfor two typesof MIB vari-
ablesfrom the SNMP agentson discovered devicesat regular
intervals. Thefirsttypeis device-specificMIB variablessuchas
the total number of input datagamsreceived on all interfaces.
Thesecondypeis interface-specificMIB variadessuchasthe
total numter of octetsreceved on aninterface.

Network elementarepolledatreguar intervals to obtainthe
valuesof setsof MIB varialles. All MIB varialdesin asetareof
thesametype. Eachsetis associateavith apolling interval and
somesetsarepolledmorefrequently thanothers.For examge,
the setof MIB varialdes storingthe total numkber of octetsre-
ceivedandsenthasa more frequentpolling interval. The basis

for morefrequentpolling is thattheseMIB variablesarea di-
rectindicationof network traffic andtheir valueschangevery
fast. Theraw countervaluesof the MIB varialles arestoredin
thedatabase.

Oneissuein monitoing is that we are introdwcing SNMP
traffic in the network andload on network devicesby quering
their MIBs. Sofar, our testsduring eachuseof ExamiNet'™
indicatethatthe impactof SNMP traffic on the monitared de-
vicesis insignificart. Furtrermore,ExaniNet”™™ provides a
real-timeestimateof the respose time of eachdevice during
collectionperiods.

C. Call Geneation & Monitoring

The call geneation and monitaing compaent of
ExaniNet™ injects voice traffic to the network while
collecting call qudity metrics and layer3 path information.
Call quality metrics are measurd at the endpants of each
call, and measurenms are presered for both directiors of
RTP traffic flow. Thelayer3 pathinformation,collectedusing
traceraitesinitiated by the endpants during the syntresized
call, is usedto verify thatthecall is following thepathpredided
by the discovery phasebasedn routertables.

Voice traffic injectionis carriedout “around the clock” for
severd days,typicdly atleastfive businesslays.Theobjective
is to ensurehatthedatacollectionoccus during time sensitve
congestionthat may occurin the network, andin particdar to
obsenre the network at daily andweekly peak or “busyhour’,
loads.

In geneal, thereareseveralwaysto generée the voice traf-
fic, including usingactualor simulatedP telephamy equipment.
The basicrequiementis that the injectedtraffic shouldemu-
late a full dudex call. In otherwords, RTP pacletsshoud be
exchangedat regular intervals betweera pair of call endpants.
Thecall endpintscanbelP telephmes,compuing devicesthat
simulatethe RTP paclet flows from teleplones,or a combira-
tion of both Forthesale of simplicity, wereferto thegenerged
voice traffic assynthesizedraffic regadlessof how the voice
traffic is geneated.

Voice traffic injection hasmary parametes thatimpactthe
effectivenesof ourappoach.Thesenclude:

« wherecall endpaints areplacedin the network, bothphys-
ically with respecto network devicesandlogicdly with
respecto VLANS,

« whatsubsebf the possibleendmint pairswill be usedto
syntheize calls andhow mary calls shouldbe occuring
conairrently,

« whatcall durationandinter-cdl intervalsto use,

« whichstandad codecsshouldbesimulatedvhengeneat-
ing RTP paclets,and

« whatportsandQoSmarkirgs(TOS,Diffsery VLAN tags)
to usefor geneatedRTP paclets.

Placemenbf call endpants directly affectswhich partof the

network is traversedby the call traffic. In orderto drawv con-
clusionsabou a network, injectedvoice traffic shouldcover



the entire network. Note that covering the entire network is
not necessarilysuficient for the pumposeof identifying prob-
lematic partsof a network. It is alsonecessaryo be ableto
distinguishthe effect of eachhopon call quality. Call duration
andinter-cdl intenalsfor synthesizedraffic shouldreflectre-
spectve paranetersfor actualvoice calls. Selectionof codec
impactsthe paylaadsizeandthe paclettransmissiomate. QoS
markirgs affect theway network devices hande voice paclets.
Our appoachrequires that the synthesizedraffic receve the
samereatmenastheactualvoice pacletsafterthedeployment
of IP telephony equipnent.

The eventwal analysisof the collectedmeasurmentsshould
suppat the obseration of all potertial end-toend QoS prob-
lems, andalso suppot root causeanalysisof identifying how
the differentnetwork elemerms affect endto-end QoS. Thus
prior to theonsetof voicetraffic injection the call patternmust
be planred apprgriately, using an awarenesf the network
topolayy, to provide the neededhetwork coverage.

The call geneation and monitaing commnen of
ExamiNef'™ has a separateuser interface that allows the
user to specify a sequenceof calls called a call pattern
Each call is identified by a pair of endpants, QoS setting,
codec/jayload,paclet rate,port nurber, jitter buffer size,start
time, and duration. A single endmint may be specifiedto
appeairy desirechumtler of timeswithin agivencall pattern.

During the call geneation phase a call contiol modue au-
tomatesthe initiation of calls andcollectionof QoS statistics.
Endmint softwaremustbeinstalledon a conmputerto sendand
receve synthesizedraffic andto collectandreportstatisticsto
thecall contiol modde. Let £y andE» betwo endmintsin the
network ruming the endpant software. To initiate a synthe-
sizedcall betweenE; andFE5 attimet, thecall cortrol modue
sendscontiol information,including call paraneters,attime ¢
to the contrd agentsruming on both £y and E,. E; and Es
execue the callsandrepat call statisticsbackto the call con-
trol module The call contrd module storesthe call statistics
suchasdelay jitter, and paclet lossin the databae. Curren
implemenationusesa commecial tool [15] for theendmints.

Call patternsare currerly geneatedusingintuitive heuis-
tics. Our current algoiithm relieson rancbmly distributing the
endmintsbut alsoensureshatendpant pairsseparatetdy long
pathsare exercised. The motivation for ensurimg the inclusion
of longpathsis thatwe wouldlik e to determingheworstpossi-
ble delaythatvoicetraffic wouldincurin thenetwork. Without
ary prior informationon a network, pathsthathave morehops
arelikely to have moredelay Furthemore,usinglong paths
increasesur chance®f encainteringproblemsin the network
earlyon. Many variatiors on this strategy arepossible.We are
working on developing algoiithms for call patterngeneation
andquariifying their network coverage.

D. Database

TheExanmiNet”™ architectue storesall theinformationcol-
lectedfrom the network in apersistenstore(currently aMySql

databae). The other commnentsinteractwith the database.
Thediscorery commnentstoresthe network topolagy andde-
vice datain the database. The elementmonitoring compe
nentstoresnetwork loadmeasuremntsat eachpolling intenal.
Similarly, call geneation and call quality monitoing compa
nentstorescall qudity statisticsatwell definedintervals.

It is critical for integration purposesthat the measurerents
provided by the network device monitaing conmponen and
the call quality moritoring compamentusethe samerefererce
clock. Eachmeasurmentprovided by eitherof thesecompo
nentshasa timestampthat is usedwhenintegrating measue-
mentsfrom differentsources.Currenly differert compmpnents
of ExamiNet' ™ may execue on differert hostsandsendtheir
datato the database.In suchcaseswe useNTP servicefor
clock synchraizationto ensue thatmeasuremntsaremarked
accordng to synchramizedclocks.

Databasestorag requrementsarea concen for long moni-
toring periods. Oneof our preliminary empiricalstudiesanfor
appoximately4 daysandgeneréeda databaesizeof 1.5GB.
This studyinvolved 10 route's andswitcheswith anaverageof
97 interfacesper device. The moritor used60 secondpolling
intenval for 2 MIB variablesetsof 11 and 18 MIB variables
and10 secondpolling interval for 1 MIB variablesetof 2MIB
variables. For the overall duratian of 4 days,18 endmints par
ticipatedin calls,with anaverag of 2541 callseach.

E. Misualization and Analysis

ExaniNet™ providesa tatular andaninteractie interface
to the information storedin the databae. In this sectionwe
describetheseinterfaces and provide examge outpus from
ExaniNet™™

Tabular Interface

Loadstatisticson monitaeddevices areaccessibléhroudh a
web page.Usersmay selecta device or aninterfaceandspec-
ify atime frame Basedon userspecificationthe visualization
commnentqueriesthedatabaeandreturrs atablethatcontains
thevaluesof all MIB variablesmatching thespecificationEach
colum of this tablecorrespondsto the raw courter valuesfor
adistinctMIB variable collectedover the specifiedtime frame
for the specifieddevice/interface. Eachrow containscourter
valuesfor all MIB variable statisticscollectedin one polling
interval for the specifieddevice/inteface. Thetakularinterface
allows exporting datato otherapplicdions.

Interacti ve Interface

The interactve interface displaysa graphical representation
of the network topolagy andusesit asanaccessnechaismto
seevarious views. Figure3 shovsanExamiNet ™™ screenshio
Whenusersselectanetwork fromthemainwindow of theinter-
active interface thenetwork topology andalist of all call pairs
for theselectedhetwork areavailablein separatevindows. Fig-
ure3 shavsthenetwork topology for asamplenetwork recertly
evaluatedby ExanmiNet™™ . Usersmayselecta device from the
topdogy window andview detailedinformationontheselected
device. Thedevice detailswindow in Figure3 correspondsto



oneof therouterson the network topdogy. This window con-
tains device-specificinformation and a list of all calls going
throughit.
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Fig.3. ExamiNet'™ Screeshot

The interadive interfacesuppats threetypesof views: de-
vice statisticsview, call quality statisticsview, and pathstatis-
tics view. Eachview containsa setof relevart plots.

The device statistics view displays plots of device- or
interfacespecificMIB variable statisticsover time. For exam-
ple, if a device andMIB variable ip.ipInRecevesis selected,
ExamiNef™™ displaysa plot of the numbe of datagamsre-
ceived per secondby its interfaces. Similarly, if aninterface
andtheinOctetsmetricareselectedExamiNet’ ™ displays the
plot of the numker of bits persecondt receved Thisview is
accessibléy clicking ontheareamarkedasAl in Figure3.

The call quality statisticsview consistof four plots pertain-
ing to a userspecifiedcall. Theseplotsdisplayone-way delay
jitter, pacletloss,andpacletlost burstof eachdirectionof the
call overtime. All theplotsin the view arein the sametime
scale.Thisview is accessibléy clicking ontheareamarkedas
A2 andA3 in Figure3.

The call pathstatisticsview shows device-specificinforma-
tion for eachdevice or interfaceon the call path. This view
hastwo colurms whereeachcolumncorrespondsto oneway
of thecall. Eachcolunn consistof a sequencef plots,where
eachplot displaysdevice-specificload information pertaning
to adevice onthecall path. This view is accessibldy clicking
ontheareamarkedasA2 andA3 in Figure3.

Theinteractve interfaceprovidesheuristicsto displayinter
estinginformation,i.e.,casesvherelow call qudity is obsened
andfurtherinvestigdion is necessarto deterninethecauseTo
identify suchcasesthe analysisand visualizationcompnent
computesastatusndicata for eachdevice,timeslice,andQoS
metric. Thetimesliceis auserspecifiecharaneterandits gran
ularity is adjustable.The possibleQoSmetricsareend-teend
delay jitter, paclet loss,and paclet loss burst. ExamiNet ™™
usesa cololing schemeo displaythe statusof eachdevice for
varioustime slicesandvarious QoSmetrics.Color variesfrom
red (unacceptable}o white (acceptable For example if all
calls going through a device experierce high delay during a
time slice, thatdevice is colored red for thattime slice. Users
maythenstudyvarious views pertainingto thedevicein efforts
to determire the causeof low call qudity. For exanple, each
device shawvn in Figure 3 hasa colorindicatingits “delay” sta-
tus at the specifiedtime internval. The darlker colorsindicate
high valuesof delay Quality metricsotherthandelaymaybe
selectedrom the mainwindow of theinteractive interface.

Example

The samplenetwork shavn in Figure 2 is part of a larger
network consistingof 129 devices. ExamiNe”™ discovered
this network and collecteddatafor appraimately four days.
In this sectionwe consideran exanple call betweerendmints
A and B shavn in Figure 2. Figures 4 and5 shaw the call
quality statisticsview andthe call path statisticsview for this
samplecall. The datemarkings on the x-axis have the format
“month/day”. During the experiment,hostC shavn in Figure
2 introdwedFTP traffic to the call pathfrom A to B. Both B
andC areconrectedto switch D, throughthe samehuh As
aresult,the effect of this traffic wasobseredoninterfacel; ;
aswell ason someof the otherdeviceson the call path. It is
expectedthatthis FTP traffic affeds the call qudity adwersely
Theshadedgeriodsin Figures4 and5 correspondo theperiad
of FTPtraffic.

Figured shavsasamplecall quality statisticsview for theex-
amplecall. Exceptduring theFTPtransferall low-level quality
measurments(jitter, delay pacletloss,burstpacletloss)meet
the acceptale standard discussedn Sectionlll. Theplotsin
theview arein thesametime scaleandthedashedrerticd lines
correspondo oneday.

Figure 5 shaws the in bits per secondand the out bits per
secondon the interfacesof the exanple call. Note thatwhen
octetsrecevedin interfacel; ; equalsoctetssentfrominterface
I, the view shavs only octetssentfrom I ;. Eachcolumm
correspondso oneway of thecall. Thespeedf eachinterface
in bits per second is marked on the uppe left correr of each
plotandmustbetakeninto considertion wheninterprding the
utilization levels. The plotsin the view arein the sametime
scaleandthe dashedrerticallinescorrespad to oneday. Note
thatthetime framefor theplotsin thisview is thesameasthose
in Figure4.

Introductionof FTP traffic throudh C' wasa smalltestto de-
terminewhetherwe could detectthe impact of this traffic on
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Fig. 4. Call Quality StatisticsView

the call andon the devicesvia ExamiNef ™. As seenon both
the call detailsand the call path detailsviews, ExariNet”™
captuesthe effeds of this traffic.

VI. CONCLUSIONS & FUTURE WORK

In this paperwe presenta framework for providing tools
which facilitatethe assessmertf IP Teleplony readnessof a
network. Thoughthe framework is intendedfor IP Telephay,
it canbe easily genealizedto other multimeda applicatiors.
This framework is basedon our goalto relateendto-endqud-
ity of servicemetricsto theloadonnetwork devices. Automatic
network discovery is the first stepin applying our framework.
Uponcompletia of discorery, network device moritoring, in-
jection of synthesizedraffic, and call quality moritoring are
carriedout concurently. At the endof the datacollectionpe-
riod, which spangperiods of varying network utilizationlevels,
the analysis stepbegins. This stepintegraesall collecteddata
andprovidesamechaismto assesshe periormarceof thenet-
work uncder considergon.

Recently we developed a tool called ExaniNet”™ that
implemers our proposedframavork. We describethe ar
chitectue of ExamiNef'™ and presentsampleoutputsfrom
ExamiNetf ™’s visualization andanalysiscommnert.

Ourappra@chis basednanovd ideaof relatingvoice qud-
ity metricsfor a particdar call pathto theload on network de-
viceson the call path. ExamiNet™’s discovery compment
identifieslayer2 pathsbetweenthe endmintsin the network.
Thesepathsare essentiain relatingendto-endcall quality to
theloadonthenetwork devicesonthecall path.

Ourappoachprovidessuppot for injectingsynthesizedraf-
fic accoding to userdefinedparametes suchasendoint pair,
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Fig.5. Call Path StatisticsView

codeg call length, call startandendtime. Theseparaneters
definea call pattern. How well a specifiedcall patterncovers
agiven network is a problemby itself. ExaniNet™™ currerily
selectscall patterrs basedon intuitive heuistics suchasran-
domselectiorof call pathswhile ensuringhe selectiorof long
call paths(in efforts to obsere “bad’ callsfast). We arework-
ing toward definingsomenetwork coveragecriteriaandimple-
mentirg algorithns that geneate call patternswhich satisfya
specifiedcriteria.

Poor call qudity charateristicsmay be due to a variety
of factos, including a misconfigued networking element,an
overloadedlink, andimproper prioritization for voice traffic.
Giventhatindividual callsarechannéed through numerousel-
ementsandlinks, the reasorfor poor call performarce is typ-
ically not easily deternined. At the sametime, a prodem at
somelocationin thenetwork is likely to affectthe perfomance
of ary call whosepathgoesthroudh thatlocation

It is clearthatthe prodem of correctlyattributing the blame
for poa performarceis crucialto ary diagngtic effort. We are
currently developing modelsthattake into account call perfa-
mancemetrics,network device monitoiing time seriesandnet-
work topdogy to bestdeterminghelocationandnatureof un-
derlying prodems. Themocklscanbefittedin thecourseof the
prgect, not only makingit possibleto identify problens early
on but alsomakingit possibleto chang thefocusof the mea-
suremehproassto areasvherethereis greate uncetainty.
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