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Conduct that is defined by law as  
punishable by incarceration or other penalties.

Crime



1. Data protection law
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Health Insurance Portability & 
Accountability Act (“HIPAA”)



• Entities: Applies to health care providers, health plans, health 
care clearinghouses, and some of their business associates.

• Not any health-related app!

• Data: Applies to protected health information (PHI), meaning 
“individually identifiable health information,” i.e., data related to

• an individual’s past/present/future physical or mental health,

• the provision of health care to the individual,

• the past/present/future payment for the provision of health 
care to the individual.
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• De-identified health information is not covered. 

• What’s considered de-identified?


• Formal determination by a qualified statistician, or


• Removal of specified identifiers of the individual (and 
relatives, household members, and employers), and the 
covered entity has no actual knowledge that the remaining 
information could be used to identify the individual.
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• Covered operators must:
1. Post a clear & comprehensive online privacy policy…
2. Obtain verifiable parental consent before collecting personal info online 

from children (with limited exceptions).
3. Give parents the option to consent only to the operator’s collection and 

internal use of a child’s information…
4. Allow parents access to their child’s personal information to review and 

allow parents to have the information deleted.
5. Allow parents to prevent further use/collection of a child’s personal info.
6. Maintain confidentiality, security, & integrity of information collected 

from children, including reasonable access control.
7. Retain children’s info for only as long as necessary to fulfill the purpose 

for which it was collected; delete with reasonable deletion procedures.
8. Not condition a child’s participation in an online activity on the child 

providing more information than is reasonably necessary to participate.
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Children’s Online Privacy 
Protection Rule (“COPPA”)
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• Entities: Most elementary schools, secondary schools, post-
secondary schools. Also any state/local agency that receives federal 
Dept of Education funds.

• Data: (Personally identifiable info in) education records.

• Primary purposes:
1. Give parents / eligible students more control over their 

educational records.
2. Prohibit institutions from disclosing PII in education records 

without consent of parents / eligible students.
• Eligible student: ≥ 18 or attends a school above high school level.
• Education record: (1) directly related to a student and (2) maintained 

by an educational institution or by a party acting for the institution.
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• Rights of parents / eligible students: 

• To inspect the student’s education records kept by the school.


• To request correction of records that they believe are incorrect or 
misleading.


• If the school refuses, the parent / eligible student has a right to a 
formal hearing.


• After the hearing, if the school still does not change the record, 
the parent / eligible student has a right to file a statement 
explaining their view, alongside the record.


• To stop the release of PII.


• To have a copy of the institution’s policy concerning access to 
educational records.
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• Institutions may not disclose PII without consent, except: 

• To school officials with a legitimate educational interest.


• Other schools to which a student is transferring.


• Certain officials for evaluation/audit purposes.


• Certain parties wrt financial aid for the student.


• Organizations conducting certain studies for the school.


• Accrediting organizations.


• Certain officials in health/safety emergencies.


• State/local authorities within a juvenile justice system.


• To comply with a judicial order or lawful subpoena.
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Family Educational Rights & 
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Okay, but  
what does this have to do 
with computers?





• The first state biometric privacy law, passed in 2008.


• Prohibits private companies from collecting biometric data 
unless they:


• inform the person in writing of what data is collected/stored,


• inform the person in writing of the specific purposes and 
length of time for which the data will be used,


• obtain the person’s written consent.

State data protection laws  〉  biometric data

Illinois Biometric Information 
Privacy Act (“BIPA”)
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Security breach laws



• All 50 states, the District of Columbia, Guam, Puerto Rico and 
the Virgin Islands have security breach notification laws that 
require businesses or governments to notify consumers or 
citizens if their personal information is breached.

State data protection laws
Security breach laws



• All 50 states, the District of Columbia, Guam, Puerto Rico and 
the Virgin Islands have security breach notification laws that 
require businesses or governments to notify consumers or 
citizens if their personal information is breached.

• At least 19 states introduced or considered measures in 2022 
that would amend existing security breach laws.

State data protection laws
Security breach laws



• All 50 states, the District of Columbia, Guam, Puerto Rico and 
the Virgin Islands have security breach notification laws that 
require businesses or governments to notify consumers or 
citizens if their personal information is breached.

• At least 19 states introduced or considered measures in 2022 
that would amend existing security breach laws.

• Trends:

State data protection laws
Security breach laws



• All 50 states, the District of Columbia, Guam, Puerto Rico and 
the Virgin Islands have security breach notification laws that 
require businesses or governments to notify consumers or 
citizens if their personal information is breached.

• At least 19 states introduced or considered measures in 2022 
that would amend existing security breach laws.

• Trends:
• Establish/shorten time frame to report breach.

State data protection laws
Security breach laws



• All 50 states, the District of Columbia, Guam, Puerto Rico and 
the Virgin Islands have security breach notification laws that 
require businesses or governments to notify consumers or 
citizens if their personal information is breached.

• At least 19 states introduced or considered measures in 2022 
that would amend existing security breach laws.

• Trends:
• Establish/shorten time frame to report breach.
• Require state/local govt entities to report breaches.

State data protection laws
Security breach laws



• All 50 states, the District of Columbia, Guam, Puerto Rico and 
the Virgin Islands have security breach notification laws that 
require businesses or governments to notify consumers or 
citizens if their personal information is breached.

• At least 19 states introduced or considered measures in 2022 
that would amend existing security breach laws.

• Trends:
• Establish/shorten time frame to report breach.
• Require state/local govt entities to report breaches.
• Protections for entities that had reasonable security practices 

in place at the time of a breach.

State data protection laws
Security breach laws



• All 50 states, the District of Columbia, Guam, Puerto Rico and 
the Virgin Islands have security breach notification laws that 
require businesses or governments to notify consumers or 
citizens if their personal information is breached.

• At least 19 states introduced or considered measures in 2022 
that would amend existing security breach laws.

• Trends:
• Establish/shorten time frame to report breach.
• Require state/local govt entities to report breaches.
• Protections for entities that had reasonable security practices 

in place at the time of a breach.
• Expand definitions of personal information to include 

biometric/health/etc.

State data protection laws
Security breach laws









Looking beyond the US…



The General Data Protection Regulation (GDPR)
The EU Approach



• Passed in 2016, came into effect 2018.


• Two main objectives:


• Protect “fundamental rights and freedoms of natural persons” 
regarding protection of their personal data.


• Consolidate differing EU member state laws and ensure the 
“free movement of personal data within the Union.”


• Large fines: up to max{20M euros, 4% of global annual income}


• Implemented by authorities in each EU member country.

The General Data Protection Regulation (GDPR)
The EU Approach
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another natural person
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• E.g., to secure data, prevent fraud, or offer better service.
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• Rights of data subjects:
1. Transparent info & comms to exercise data rights
2. Right of access
3. Right to rectification
4. Right to erasure
5. Right to restriction of processing
6. Right to notification
7. Right to data portability
8. Right to object
9. Right not to be subject to a decision based solely on 

automated processing/profiling which produces legal 
effects on or significantly affects the data subject…

The General Data Protection Regulation (GDPR)
The EU Approach



Now back to the US…



• Five key rights of CA consumers: 

1. To know what consumer personal information is collected by 
businesses.


2. To know whether the personal information is sold or 
disclosed, and to whom.


3. To prohibit the sale of their personal information.


4. To access their personal information.


5. To equal service and price, even if they exercise privacy 
rights under the CCPA.

State data protection laws
California Consumer Privacy Act



• Entities: Applies to entities that: 

• Have at least $25M in annual revenue; or


• Receive/buy/sell/share, for commercial purposes, personal 
information of ≥50K CA consumers, households, or devices; or


• Derives >1/2 of their annual revenue from the sale of personal 
information.


• Personal information: “information that identifies, relates to, 
describes, is capable of being associated… directly or 
indirectly… with a a particular consumer or household.

State data protection laws
California Consumer Privacy Act



• Two primary missions:


1. Protecting competition


2. Protecting consumers

The Federal Trade Commission



• The FTC Act empowers the FTC to investigate and prevent “unfair or 
deceptive acts or practices affecting commerce.”


• Via enforcement actions that can require companies to take specific 
steps, like:


• implementation of comprehensive privacy and security programs,


• regular audits by independent experts,


• monetary redress to consumers,


• disgorgement of ill-gotten gains,


• deletion of illegally obtained information,


• providing robust transparency & choice mechanisms to consumers.


• The FTC also has authority to obtain specific monetary penalties for 
violations of certain privacy statutes (e.g., COPPA).

The Federal Trade Commission



In groups, consider for your case:

1. What was the security/privacy practice that the FTC challenged?

2. Was it unfair, deceptive, or both?

• How did the FTC argue that it was unfair/deceptive? 

(Summarize in a sentence or two.)

3. What were the requirements and penalties enforced?

The Federal Trade Commission
When are security/privacy practices unfair or deceptive?

Wyndham Hotels 
(2015)

Equifax Breach 
(2019)

Cambridge Analytica 
(2019)

Zoom  
(2021)



2. Computer crime law



• Prohibits “intentionally access[ing] a computer without 
authorization or exceed[ing] authorized access.”


• Also prohibits DDoS attacks, transmitting malware, etc.


• A CFAA violation can result in both civil and criminal liability.


• Civil lawsuits can be brought by any party harmed by the 
access, as long as they’ve (arguably) suffered $5000 of harm.


• NB: There are state-specific anti-hacking statutes too. Many of 
them follow a similar high-level structure.

The Computer Fraud & Abuse Act
The federal anti-hacking statute



The Morris Worm

Photo by Go Card USA, CC BY-SA 2.0,  
https://commons.wikimedia.org/w/index.php?curid=3959700



Critiques of the CFAA



• National Association of Criminal Defense Lawyers:  
“Over the years, [the CFAA] has been amended several times… to 
cover a broad range of conduct far beyond its original intent. With 
harsh penalty schemes and malleable provisions, it has become a 
tool ripe for abuse and use against nearly every aspect of 
computer activity.”
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• A Supreme Court amicus brief by 18 security researchers: 
“[We] are united in [our] concern that the government’s broad 
interpretation of the [CFAA] chills essential computer security 
research by exposing computer security researchers to criminal 
and civil liability.”

• Electronic Frontier Foundation: 
“After the tragic death of programmer and Internet activist Aaron 
Swartz, EFF calls to reform the infamously problematic [CFAA]. 
Creative prosecutors have taken advantage of this confusion to 
bring criminal charges that aren't really about hacking a computer, 
but instead target other behavior prosecutors dislike.”
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none of this is 
“legal advice.”
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The end.


